
What we found
For PHI, encryption must be a precondition for
transit, not a property the sender hopes for.

A best-effort sender delivers over whatever the receiver
offers, including weak or no encryption. A compliant
posture sets a modern TLS requirement and routes
everything else to a secure alternative. The HIPAA
Security Rule's encryption-in-transit standard describes
exactly this, and the proposed move from addressable to
required reinforces it.

What it means for buyers
Best-effort senders can't promise encryption
Opportunistic TLS delivers over whatever the
receiver offers, including none.

A BAA is not a configuration
A signed agreement covers eligibility, not the TLS
policy a sender actually enforces.

The standard is becoming mandatory
HHS proposed moving email encryption from
addressable to required.

W H Y PA U B O X

8,000+
healthcare organizations rely on Paubox's
compliant, authenticated encryption.

Encryption as a precondition
PHI transits only over modern,
authenticated TLS, or to a patented
Secure Message Center.

Compliance you can document
A specific, enforceable TLS policy
you can put in front of an auditor.

HITRUST certified
Annual third-party audit of every
control.

Sources: Paubox 2026 research, How Amazon SES puts PHI at risk | U.S. Department of Health and Human Services, HIPAA Security Rule
NPRM (December 2024).

PA U B O X  R E S E A R C H

Secure healthcare email requires a
guaranteed encryption posture
Opportunistic TLS hopes the network cooperates. A compliant posture treats
encryption as a precondition for sending PHI.
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