
What we found

Only 5% of known phishing attacks are reported
by employees to their security teams.

Detection depends on reporting, and reporting barely
happens. The same silence covers compliance: only 4%
of known HIPAA email violations are ever reported
internally.

What it means for buyers

Violations go unreported too

Only 4% of known HIPAA email violations are
reported to security teams.

Training is too infrequent

57% of organizations run email security training
only once a year.

Frequent training is rare

Only 16% of organizations train quarterly or more
often.

W H Y PA U B O X

8,000+
healthcare organizations trust Paubox to
secure every email they send and receive.

Stop threats before the click

Inbound Email Security flags phishing
automatically, so protection does not
wait on a report.

Fewer decisions for staff

Threats are quarantined before the
inbox, reducing what employees
must catch.

HITRUST certified
Annual third-party audit of every
control.

Source: Paubox survey of healthcare IT leaders.

PA U B O X  R E S E A R C H

Only 5% of known phishing attacks
get reported by employees
When staff do not report what they see, security teams are blind to most of what
reaches the inbox.
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