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Only 4% of known HIPAA email

violations get reported internally

Almost no HIPAA email violations reach the security team, leaving compliance blind.

What we found

Only 4% of known HIPAA email violations are
reported by employees to their security teams.

If violations are not reported, they cannot be corrected,
and the same mistakes repeat. Compliance built on self-
reporting is compliance built on a 4% signal.

What it means for buyers

(® Phishing goes unreported too

Only 5% of known phishing attacks are reported by
employees.

5 Training is infrequent

57% run email security training only once a year.

/\ Negligence is a top risk

85% of leaders say employee negligence is a top
email security risk.

Source: Paubox survey of healthcare IT leaders.

WHY PAUBOX

8,000+

healthcare organizations trust Paubox to
secure every email they send and receive.

&l Compliance built into the send

Encryption and access controls apply
automatically, not by memory.

& Audit logging by default

Every message is logged, so
compliance does not depend on self-
reporting.

@ HITRUST certified

Annual third-party audit of every
control.


https://paubox.com/
https://paubox.com/

