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What healthcare expects HIPAA to

require next

Leaders expect audits, multi-factor authentication, and mandated encryption to
define the next two years.

What we found
WHY PAUBOX

Leaders expect regular audits (64.24%), multi-

factor authentication (59.60%), and mandated 100 o/o

encryption (52.98%) to lead HIPAA's next

changes. of outbound email is encrypted by default,
secured at TLS 1.2 or higher.

The anticipated changes point one direction: stronger,

more prescriptive controls. Organizations that treat

encryption and auditing as optional today will be behind & Encryption by default, today

when the requirements arrive. Paubox already encrypts every
outbound email automatically.

What it means for buyers © HITRUST certified

5 Audits move to the center Annual third-party audit of every

64.24% expect regular compliance audits to be control, ahead of the mandate.

required. .
© Ready for stricter rules

Access controls and audit logging

e] Encryption becomes mandated
are built in, not retrofitted.

52.98% expect data encryption to be explicitly
required.

Privacy expectations rise

52.32% expect stronger patient data privacy
requirements.

Source: Paubox survey of healthcare IT leaders.
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