
What we found

68% of surveyed healthcare leaders reported

experiencing a phishing attack in the past year.

Phishing is the most common way into a healthcare

inbox, and it is getting harder to spot. Detection cannot

rest on employees catching every attempt.

What it means for buyers

Reporting is rare

Only 5% of known phishing attacks are reported by

employees.

Filters miss too much

65% rely on basic spam filters as their primary

defense.

AI raises the stakes

64% have faced a confirmed or suspected AI-

generated email attack.

WHY  PAUBOX

8,000+
healthcare organizations rely on Paubox

for compliant, encrypted email.

Inbound Email Security

Flags phishing and impersonation

before it reaches the inbox.

Protection that does not wait on

staff

Threats are caught automatically, not

left to human reporting.

HITRUST certified

Annual third-party audit of every

control.

Source: Paubox survey of healthcare IT leaders.
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68% of healthcare leaders faced a
phishing attack last year
Phishing is not an edge case in healthcare. It is an annual event for most

organizations.
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