
T H E  T O P - L E V E L  F I N D I N G S

What this benchmark shows
The Healthcare Email Security Maturity Index scored 170 U.S. healthcare IT
leaders across eight program dimensions. The scoring surfaced one
consistent gap.

dimensions scored Proactive or
Leading. Only one did not.
Encryption and recipient experience scored Developing at 2.39 out of
4. Every other area of healthcare email security averaged Proactive
or Leading. The lowest-scoring dimension is the one most directly tied
to breach prevention.

Dimension scores n=170 · 1.00 Reactive to 4.00 Leading

Dimension score Below Proactive threshold

Compliance posture 3.35

Incident response 3.25

Staffing & operations 3.25

AI adoption 3.04

Inbound threat protection 2.75

Vendor oversight 2.71

Training & security culture 2.52

Encryption & recipient
experience

2.39

1.0 2.0 3.0 4.0

7
of 8

© Paubox · www.paubox.com Healthcare Email Security Maturity Index 2026 · 02



S U P P O R T I N G  F I N D I N G S

Five numbers that shape
the rest of the report

58%
BREACH
PREVALENCE

Of healthcare organizations experienced at least one email-related
data breach in the past 24 months.

100%
DETECTION SELF-
RATING

Of respondents rate their breach-detection capability as Excellent or
Good. Zero rated it Fair or Poor.

47%
POST-BREACH #1
ACTION

Of breached organizations strengthened encryption policies as their
top post-breach action, ahead of training, budget increases, or new
tooling.

48%
THE PORTAL
PROBLEM

Of organizations always require recipients to log in to a portal for
encrypted email. Among those, more than 1 in 3 report clinical staff
bypassing encryption to avoid the workflow.

64%
AI  ATTACK VS.
DEFENSE

Have experienced a confirmed or suspected AI-generated email
attack. Only 38% have AI-based email threat detection fully
deployed and actively monitored.
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Secure every email
you send and receive
Paubox combines healthcare compliance
with AI to protect organizations from the most
sophisticated attacks.

Talk to an expert

https://www.paubox.com/contact

