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Confidence in breach detection is

not stopping breaches

100% of healthcare IT leaders rate their breach detection Excellent or Good. 58%
were breached in the past 24 months.

What we found
WHY PAUBOX
100% of healthcare IT leaders rated breach

detection Excellent or Good. 58% were breached. O

Not one leader rated detection Fair or Poor: 48% said )
plaintext sends. Every outbound Paubox

(o) H (o)
Excellent, 52% said Good. In the same sample, 58% email is encrypted by default.

reported an email breach in the past 24 months. When

asked what changed afterward, 47% named stronger

& Prevention by default
Every outbound email is encrypted
before it leaves, closing the gap
detection misses.

encryption as their top action, ahead of training or new
tooling.

What it means for buyers

/\ Detection scores leave no room © [Inbound Email Security

Behavioral Al flags phishing and
impersonation that reputation filters
let through.

100% rated breach detection Excellent or Good,
with 48% Excellent and 52% Good.

6 Breaches happened anyway
& HITRUST certified

Annual third-party audit of every
control.

58% of the same organizations reported an email-
related breach in the past 24 months.

e] The fix they reached for was encryption
47% strengthened encryption policies after a
breach, their top action over training or tooling.

Sources: Paubox 2026 research, Healthcare's Email Security Maturity Gap (survey of 170 U.S. healthcare IT leaders).
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