Executive summary

60% of healthcare IT leaders reported breaches or security
incidents involving email last year—and 73% expect breaches
to continue in 2025. Why? This isn’t about one hospital or one
breach—this is about a broken infrastructure used across the
country, exposing millions of patients to preventable risks.

Modern healthcare relies heavily on

email for patient care communication,
administrative processes, and sensitive
information sharing. However, this

crucial channel has become dangerously
vulnerable. Our research reveals the reality:
email security in healthcare is at a critical
breaking point.

Based on new data from 150 healthcare

IT leaders, this report pulls back the
curtain on an overlooked risk in healthcare
technology—legacy email systems.

These systems are quietly undermining
HIPAA compliance, straining operational
efficiency, and exposing protected health
information to cybercriminals.

Healthcare organizations currently
allocate only 11-20% of their IT budgets
to email security, despite email being
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Key insights

60%

of healthcare organizations
experienced email-related
security incidents

13%

anticipate increased security
challenges in the coming year



their top cybersecurity vulnerability. In
comparison, the financial services sector
dedicates approximately 6-14% of overall
IT budgets' specifically to cybersecurity,
reflecting a proactive stance toward
protecting sensitive financial data. Yet,
despite healthcare's comparable or even
slightly higher proportional spending,
74% of healthcare IT leaders still report
dissatisfaction with their current email
security solutions. This gap results in
overworked security teams, ineffective
protections, and substantial financial and
operational risk, highlighting an urgent
need to reassess and enhance healthcare
email security investments.

Despite rising cybersecurity
budgets, only 11-20% of IT
spending is directed toward
email security
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Top 3 ways emails
get hacked

Phishing
Phishing occurs when a recipient
clicks a link in an email and then
enters their credentials on a fake
website. Emails may also ask a
recipient to download something
that ends up being malware.

Man in the Middle
Attack (MITM)

An MITM attack is when a hacker
secretly relays communication
between two parties who believe
they are communicating directly.
Unless both parties use
encryption, the message can be
read by anyone who intercepts it.

Password guessing
Personal information on social
media makes it easier for a hacker
to find information often used as
passwords and security questions.
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